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Section� J,� Chapter� 18� of� the� Trans-Paci¿c�
3DUWQHUVKLS� �733�� $JUHHPHQW� RQ� ,QWHUQHW�

6HUYLFH� 3URYLGHUV� �,63��� ZLWK� WKH� Rbjectives�
RI�SURYLGLQJ�FRS\ULJKW�KROGHUV�ZLWK�HIIHFWLYH�

OHJDO� UHPHGLHV� DJDLQVW� RQOLQH� FRS\ULJKW�

LQIULQJHPHQW�ZKHUHDV�SURSHUO\�OLPLW�WKH�VFRSH�

RI�OLDELOLW\�RI�,63V�IRU�FRS\ULJKW�LQIULQJHPHQWV�

FRPPLWWHG� WKURXJK� WKHLU� SODWIRUPV� WKDW� WKH\�

GR� QRW� FRQWURO�� LQLWLDWH� RU� GLUHFW�� 7KH� ODWHU�

objective� is� to�be�achieved�via� the�provision�
RI�FRQGLWLRQV�WR�EH�PHW�E\�DQ�,63�LQ�RUGHU�WR�

EH� H[HPSWHG� IURP� OLDELOLW\�� RU� WKH� VR�FDOOHG�

6DIH�+DUERXUV� IRU� ,63V��7R�SUHSDUH�9LHWQDP�

IRU� WKH� LPSOHPHQWDWLRQ� RI� ,63� SURYLVLRQV� RI�

WKH�733�$JUHHPHQW��WKLV�SDSHU�VKDOO�SURYLGH��

�L��D�RYHUYLHZ�RI�WKH�HYROXWLRQ�RI�,63�OLDELOLW\�

UHJLPHV�DQG�6DIH�+DUERXUV��LL��DQ�H[DPLQDWLRQ�

RI� WKH� OHJDO�� WHFKQRORJLFDO� DQG� HFRQRPLF�

IRXQGDWLRQV�IRU�WKH�GHYHORSPHQW�RI�,63�OLDELOLW\�

UHJLPHV� DQG� VWDWXWRU\� 6DIH� +DUERXUV�� �LL��$�

FRPSDUDWLYH� FRPSDULVRQ� DPRQJ� 9LHWQDP¶V�

FXUUHQW� OLPLWDWLRQV� RQ� FRS\ULJKW� OLDELOLW\� RI�

,63�ZLWK� WKH�6DIH�+DUERU� SURYLVLRQV� LQ�733�

$JUHHPHQW�� DQG� �LLL�� UHFRPPHQGDWLRQV� RQ� D�

VWUDWHJLF� DSSURDFK� WR� WKH� LPSOHPHQWDWLRQ� RI�

733¶V�6DIH�+DUERU�SURYLVLRQV�

���7KH�(YROXWLRQ�RI�6DIH�+DUERXUV

,Q� UHWURVSHFW�� WKH� HYROXWLRQ� RI� FRS\ULJKW�

OLDELOLW\� RI� ,63V� DQG� OLPLWDWLRQV� WKHUHRI� KDV�
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Section� J,� Chapter� 18� of� the� Trans-Paci¿c� Partnership� (TPP)� Agreement� on� Internet�
6HUYLFH�3URYLGHUV��,63���ZLWK�WKH�REMHFWLYHV�RI�SURYLGLQJ�FRS\ULJKW�KROGHUV�ZLWK�HIIHFWLYH�

OHJDO�UHPHGLHV�DJDLQVW�RQOLQH�FRS\ULJKW�LQIULQJHPHQW�ZKHUHDV�SURSHUO\�OLPLW�WKH�VFRSH�RI�

OLDELOLW\�RI�,63V�IRU�FRS\ULJKW�LQIULQJHPHQWV�FRPPLWWHG�WKURXJK�WKHLU�SODWIRUPV�WKDW�WKH\�GR�

QRW�FRQWURO��LQLWLDWH�RU�GLUHFW��7KH�ODWHU�REMHFWLYH�LV�WR�EH�DFKLHYHG�YLD�WKH�VR�FDOOHG�6DIH�

+DUERXUV� IRU� ,63V�� 7R�SUHSDUH�9LHWQDP� IRU� WKH� LPSOHPHQWDWLRQ�RI� ,63�SURYLVLRQV�RI� WKH�

TPP�Agreement,� this�paper�shall�provide:� (i)�a�overview�of�the�evolution�of�ISP� liability�
regimes�and�Safe�Harbours�(ii)�an�examination�of�the�legal,�technological�and�economic�
IRXQGDWLRQV�IRU�WKH�GHYHORSPHQW�RI�,63�OLDELOLW\�UHJLPHV�DQG�VWDWXWRU\�6DIH�+DUERXUV���LL��

A�comparative�comparison�among�Vietnam’s�current�limitations�on�copyright�liability�of�
,63�ZLWK�WKH�6DIH�+DUERU�SURYLVLRQV�LQ�733�$JUHHPHQW��DQG��LLL��UHFRPPHQGDWLRQV�RQ�D�

strategic�approach�to�the�implementation�of�TPP’s�Safe�Harbor�provisions.���
.H\ZRUGV��733�$JUHHPHQW��&RS\ULJKW�,QIULQJHPHQW��,63��&RS\ULJKW�/LDELOLW\��6DIH�+DUERXUV��

'DWH�RI�VXEPLVVLRQ����UG�)HEUXDU\������±�'DWH�RI�DSSURYDO����WK�0DUFK������
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well�reÀected�the�tensions�between�copyright�
KROGHUV�DQG�RQOLQH�LQWHUPHGLDULHV�RU�EHWZHHQ�

WKH� FRQWHQW� LQGXVWU\� DQG� ,QWHUQHW� LQGXVWU\��

7R� FRSH� ZLWK� WKH� SUROLIHUDWLRQ� RI� RQOLQH�

SLUDF\��FRS\ULJKW�KROGHUV�KDYH�VRXJKW�VHYHUDO�

GRFWULQHV�WR�KROG�,63V�OLDEOH�IRU�WKH�LQIULQJLQJ�

DFWV� RI� WKLUG� SDUWLHV� FRPPLWWHG� WKURXJK�

WKHLU� RQOLQH� V\VWHP� RU� QHWZRUNV�� 7KHRULHV�

RQ� FRS\ULJKW� OLDELOLW\� RI� ,QWHUQHW� 6HUYLFH�

3URYLGHUV��,63���VXFK�DV�WKHRULHV�FRQWULEXWRU\�

OLDELOLW\�� YLFDULRXV� OLDELOLW\� DQG� LQGXFHPHQW��

KDYH�EHHQ�XVHG�DV�VXSSOHPHQWV�WR�WUDGLWLRQDO�

FRS\ULJKW� ODZ� WR� IDFLOLWDWH� PDNLQJ� DYDLODEOH�

TXLFNO\�DQG� FRQYHQLHQWO\� YLD� WKH� ,QWHUQHW� RI�

FUHDWLYH� ZRUNV�� 0HDQZKLOH�� WKH� XQFHUWDLQW\�

LQ� WKH� DSSOLFDWLRQ� RI� WKRVH� VRPHKRZ�

RYHUODS� DQG� XQSUHGLFWDEOH� GRFWULQHV��

KDG�PDGH�WKHP�KHVLWDWH�WR�PDNH�WKH�QHFHVVDU\�

LQYHVWPHQW� LQ� WKH� H[SDQVLRQ� RI� WKH� ,QWHUQHW�

�+ROODDU�� ������� ,Q� WKH� 86$��ZLWK� LQWHQVLYH�

HIIRUWV� WR� UHDFK� FRQVHQVXV� ZLWK� FRS\ULJKW�

KROGHUV� RQ� OLPLWDWLRQV� RI� OLDELOLW\�� E\� ������

,63V�KDG�VXFFHHGHG�ZLWK�WKH�DGRSWLRQ�RI� WKH�

Digital�Millennium�Copyright�Act� (DMCA),�
ZKLFK� SURYLGHV� YDULRXV� VWDWXWRU\� VDIH�

KDUERUV�ZLWK�UHVSHFW�WR�WKH�OLDELOLW\�RI�RQOLQH�

providers.� In� Title� II� of� the� DMCA,� based�
RQ� IXQFWLRQV�� WKH� 6DIH� +DUERXU� SURYLVLRQV�

de¿ne�the�conditions�under�which�an�ISP�will�
EH� H[HPSWHG� IURP� PRQHWDU\� GDPDJHV� IRU�

FRS\ULJKW�LQIULQJHPHQW��7KH�IRXU�IXQFWLRQV�LQ�

WKH�FRYHUDJH�RI�WKH�UXOHV�DUH���L����LL��DXWRPDWLF�

FDFKLQJ�� �LLL�� LQQRFHQW� VWRUDJH� �KRVWLQJ�� DQG�

�LY�� LQIRUPDWLRQ� ORFDWLRQ� WRROV�� $OVR� EDVHG�

on� functions,� the� EC� Electronic� Commerce�
Directive�(ECD)�No.�2000/31/EC,�adopts�the�
³KRUL]RQWDO³� DSSURDFK� ZKHQ� SURYLGH� OLPLWHG�

OLDELOLW\� RI� RQOLQH� LQWHUPHGLDULHV� DFURVV� DOO�

W\SHV�RI�FRQWHQW��H[FHSW�JDPEOLQJ�DQG�SULYDF\�

GDWD�SURWHFWLRQ� �$UW����� WR� �����0DQ\�RWKHUV�

FRXQWULHV�KDYH�GHYHORS�WKHLU�RZQ�UHJLPHV�RI�

LPPXQLW\��OLPLWHG�OLDELOLW\�RU�³VDIH�KDUERXUV´�

IRU� ,63�� IROORZLQJ� HLWKHU� RI� WKH� WZR�PRGHOV��

(IIRUWV� KDYH� EHHQ� PDGH� WR� KDUPRQL]H� WKH�

OLDELOLW\� UHJLPHV� YLD�D�PRGHUQ�JHQHUDWLRQ� RI�

86�QHJRWLDWHG�)UHH�7UDGH�$JUHHPHQWV��)7$���

The� mega� Trans-Paci¿c� Partnership� (TPP)�
$JUHHPHQW�LV�WKH�PRVW�UHFHQW�RI�WKH�NLQG��

2.� Legal,� Technological� and� Economic�
Foundations� for� the� Development� of� Safe�
+DUERXUV

/HJDO� IRXQGDWLRQV� IRU� ,63� OLDELOLW\� UHJLPH�

FDQ�EH�IRXQG�LQ�$UWLFOH�����7KH�$JUHHPHQW�RQ�

7UDGH�5HODWHG�$VSHFWV�RI�,QWHOOHFWXDO�3URSHUW\�

�75,36��RQ�LQWHOOHFWXDO�SURSHUW\�HQIRUFHPHQW��

$UWLFOH� ����� RI� 75,36� UHTXLUHV� PHPEHU�

VWDWHV�WR�HQVXUH�WKDW�,3�ULJKW�KROGHUV�FDQ�WDNH�

HIIHFWLYH� DFWLRQ� DJDLQVW� ,3� LQIULQJHPHQW�� �$�

UHJLPH� WKDW� KROGV� ,63� OLDEOH� IRU� FRS\ULJKW�

LQIULQJHPHQW� FRPPLWWHG� RQ� WKHLU� V\VWHPV� RU�

QHWZRUNV�PLJKW�ZHOO� VHUYH�DV�D�QHZ�UHPHG\�

for�IP�right�holders�to�¿ght�against�copyright�
LQIULQJHPHQW� LQ� WKH� RQOLQH� HQYLURQPHQW��

+RZHYHU�� LW� LV� QRWHZRUWK\� WR� SRLQW� RXW� WKDW��

75,36� PHPEHU� VWDWHV� DUH� DOVR� UHTXLUHG�

WR� GHVLJQ� IDLU� DQG� HTXLWDEOH� HQIRUFHPHQW�

SURFHGXUHV�DQG�WR�DSSO\�WKHP�LQ�³D�PDQQHU�DV�

���Before�the�adoption�of�DMCA�in�1998,�courts�in�the�US�had�used�several�methodologies�to�impose�direct�liability�on�ISP�for�
FRS\ULJKW�LQIULQJHPHQW�RI�WKLUG�SDUWLHV��)RU�H[DPSOH��D�YHU\�ULJLG�DSSURDFK�ZDV�HPSOR\HG�LQ�3OD\ER\�(QWHUSULVHV�Y��)UHQD�

�����)�6XSS��������0�'�)OD��������,Q�ZKLFK��HWKH�%XOOHWLQ�%RDUG�6HUYLFH�RSHUDWLRQ��WKRXJK�GLG�QRW�PDNH�WKH�ZRUN�DYDLODEOH�

online�and�know�about�the�infringement,�was�held�liable�for�direct�copyright�infringement.�In�the�holding,�the�Court�stated�
WKDW�LQWHQWLRQ�RU�NQRZOHGJH�LV�QRW�HOHPHQW�RI�LQIULQJHPHQW�

�� Nuances�of��US�DMCA�might�be�found�in�the�choice�of�language�(Safe�Harbours)�and�structure�of�the�functions,�the�refer�
ence�to�Notice�and�Takedown�protocol,�and�even�the�fact�that�Annex�18-F�refers�to�Art.�17.11.23�of�the�USA-Chile�FTA�as�
an�alternative�for�Section�J,�Chapter�18,�TPP�Agreement.
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WR�DYRLG�WKH�FUHDWLRQ�RI�EDUULHUV�WR�OHJLWLPDWH�

WUDGH� DQG� WR� SURYLGH� IRU� VDIHJXDUGV� DJDLQVW�

WKHLU� DEXVH´� �$UW� ������� 6XFK� UHTXLUHG�

FULWHULD�RI�,3�HQIRUFHPHQW�SURFHGXUHV�SURYLGH�

IRXQGDWLRQ�IRU�WKH�SURYLVLRQ�RI�OLPLWDWLRQV�RQ�

,63� OLDELOLW\� DV�D�ZD\� WR�DYRLG� XQUHDVRQDEOH�

EXUGHQV� RQ� WKH� ,63�DFWLQJ� DV� LQWHUPHGLDULHV��

7KH� DGRSWLRQ� RI� 6DIH� +DUERXUV� FDQ� DOVR�

KHOS� WR� SUHYHQW� WKH� ,63� OLDELOLW\� UHJLPH�

IURP� EHLQJ� XQQHFHVVDULO\� FRPSOLFDWHG� RU�

FRVWO\�� RU� HQWDLOLQJ� XQUHDVRQDEOH� WLPH�OLPLWV�

RU� XQZDUUDQWHG� GHOD\V�� DQG� WR� VDWLVI\� WKH�

UHTXLUHPHQW�VHW�LQ�$UWLFOH������RI�75,36�

7HFKQLFDOO\�� LQ� WKH� RUGLQDU\� FRXUVH� RI� WKHLU�

RSHUDWLRQV�� ,63V� HQJDJH� LQ� DOO� NLQGV� RI� DFWV�

WKDW� H[SRVH� WKHP� WR� SRWHQWLDO� FRS\ULJKW�

LQIULQJHPHQW�OLDELOLW\��$W�XVHUV¶�UHTXHVWV��,63V�

DXWRPDWLFDOO\� DQG� URXWLQHO\� UHSURGXFH� DQG�

GLVWULEXWH�FRS\ULJKWHG�PDWHULDOV��$�VXEVFULEHU�

FDQ�XSORDG�PDWHULDO�WR�ZHE�SDJHV�E\�LQVWUXFWLQJ�

WKH� KRVWLQJ� VHUYLFH� SURYLGHU� WR� PDNH� DQG�

VWRUH� D� FRS\�RI� WKH� XSORDGHG�PDWHULDO� RQ� LWV�

VHUYHU��,Q�UHVSRQVH�WR�WKH�UHTXHVW�RI�D�XVHU�WR�

YLHZ� WKH� VXEVFULEHU¶V� KRPHSDJH�� WKH� ,63¶V�

FRPSXWHU� WKHQ�PDNHV� FRSLHV� RI� WKH� PDWHULDO�

DQG� VHQGV� WKHP� WKRXJK� WKH� ,QWHUQHW� WR� WKH�

viewing�party.�When�these�¿les�pass� through�
LQWHUPHGLDU\� FRPSXWHUV� RYHU� WKH� ,QWHUQHW� WR�

WKH�UHTXHVWLQJ�SDUW\��HDFK�RI�ZKLFK�PD\�PDNH�

a� copy� of� the�¿les� before� transmitting� them�
DORQJ� WKH�QHWZRUN��7R�VSHHG�XS� WKH�GHOLYHU\�

RI� LQIRUPDWLRQ� WR� XVHUV�� DQ� DFFHVV� SURYLGHU�

PLJKW�FKRRVH� WR� FDFKH� FRQWHQW� LQ� LWV� V\VWHP�

VR� WKDW� VXEVFULEHUV� FDQ� DFFHVV� WKH� FRQWHQW�

directly.� Cached� copies� � are� then�made� and�

VWRUHG� LQ�WKH� ,63¶V�VHUYHU�� ,QTXLUHG�E\�XVHUV��

,63¶V�VHDUFK�HQJLQHV�HQJDJH�LQ�GLUHFWLQJ�XVHUV�

WR�VLWHV�WKDW�PLJKW�FRQWDLQ�LQIULQJLQJ�PDWHULDO��

7KH� IDFW� WKDW� DOO� RI� WKHLU� DFWLYLWLHV� DUJXDEO\�

LQIULQJHV� WKH� FRS\ULJKW� KROGHU¶V� H[FOXVLYH�

ULJKW� RI� UHSURGXFWLRQ� DQG� GLVWULEXWLRQ�

FRPELQHG� ZLWK� WKHLU� H[FOXVLYH� WHFKQLFDO�

FRQWURO� RYHU�XVHU�PLVFRQGXFW�� DQG� WKXV� WKHLU�

DELOLW\� WR� SUHYHQW� FRS\ULJKW� LQIULQJHPHQW� E\�

users�has�justi¿ed�the�imposition�of�copyright�
OLDELOLW\�RQ� ,63V��+RZHYHU�� WKH�SDVVLYH� UROHV�

RI� ,63V� DV� RQOLQH� LQWHUPHGLDULHV� DQG� WKHLU�

LQDELOLW\� WR� GLVWLQJXLVK� EHWZHHQ� OHJLWLPDWH�

DQG�LOOHJLWLPDWH�XVHU�DFWLYLWLHV�PDNH�,63�VWULFW�

OLDELOLW\�XQGHVLUDEOH��+DPGDQL�������S��������

WKXV�FDOO�IRU�RI�OLPLWDWLRQV�RQ�,63�OLDELOLW\��

(FRQRPLF�WKHRULHV�DOVR�VXSSRUW�WKH�IRUPXODWLRQ�

RI� ,63� FRS\ULJKW� OLDELOLW\� UHJLPHV� ZLWK�

de¿ned� limitations.� The� natural� right� and�
SHUVRQDOLW\� WKHRULHV� RI� FRS\ULJKWV� VXSSRUW�

WKH� LPSRVLQJ� RI� OLDELOLW\� RQ� ,63V� IRU� GLUHFW�

RU� LQGLUHFW� LQIULQJHPHQW��� 7KH� DVVXPSWLRQ�

LQ� HFRQRPLF� OLWHUDWXUH� WKDW� ³OLDELOLW\� VKRXOG�

PDNH�XVHUV�LQWHUQDOL]H�WKH�VRFLDO�FRVW�RI�WKHLU�

ZURQJGRLQJ´��WKHQ�VXSSRUWV�VHFRQGDU\�OLDELOLW\�

UHJLPH� RYHU� VWULFW� RQH� IRU� ,63V� IRU� GLUHFW�

LQIULQJLQJ� EHKDYLRUV� RI� WKHLU� XVHUV� �+DPGDQL�

������ S������� :HOIDUH� WKHRU\� WR� FRS\ULJKW�

�/DQGHV� DQG� 3RVQHU�� ������� RU�PRUH� EURDGO\��

WKH�XWLOLWDULDQ�DSSURDFK�WR�ODZ��FRPELQHG�ZLWK�

WKH� ³JDWH�NHHSHUV´� WKHRU\� �.UDDNPDQ�� �������

�help�to�justify�the�shaping�of�limited�liability�
UHJLPHV��7KH�³JDWH�NHHSHUV´�DSSURDFK�DUJXHV��

WR� VXSSUHVV� RQOLQH� FRS\ULJKW� LQIULQJHPHQW� E\�

XVHU�� OHJDO� SHQDOWLHV� VKRXOG� EH� LPSRVHG� RQ�

���7KH�QDWXUDO�ULJKW� WKHRU\��RU�IDLUQHVV� WKHRU\��EDVHG�RQ�/RFNH¶V�ODERXU�WKHRU\�RI�SURSHU\��������DQG�WKH�SHUVRQDOLW\�WKHRU\�

�GHSULYHG�IURP�+HOJHO¶V�WKHRU\�RI�SURSHUW\���������IRXQGHG�LQ�SDUW�RQ�PRUDO�FRQVLGHUDWLRQ��UHVSHFWLYHO\�DVVHUW�WKDW�DXWKRUV�

deserve�either�rewards�for�their�labour�or�continuing�control�over�projection�of�their�personalities�(Huges,�1988).�Conduct�
WKDW�IDLOV�WR�UHVSHFW�WKHLU�ULJKWV�LV�LPPRUDO��(QFRXUDJLQJ�RU�SURYLGLQJ�IDFLOWLHV�WR�FRQGXFWV�WKDW�IDLOV�WR�UHVSHFW�RWKHU¶V�ULJKWV�

is�also�immoral�nonetheless�and�thus�properly�subject�to�legal�penalties�(Fisher,�2013).
�� Kraakman�(1986)�examines�considerations�on�the�costs�and�bene¿ts�of�imposing�secondary�liability�on�a�contracting�party�in�
RUGHU�WR�GHWHU�RU�SUHYHQW�WKH�PLVFRQGXFW�RI�WKH�RWKHU�SDUW\�LQ�WKH�FRQWUDFWXDO�UHODWLRQVKLS�



5(6($5&+�21�(&2120,&�$1'�,17(*5$7,21

��(;7(51$/�(&2120,&6�5(9,(:1R������������

D� ,63�only� if:� �L�� RWKHUZLVH�� WKH� LQFLGHQFH� RI�
FRS\ULJKW�LQIULQJHPHQW�ZRXOG�EH�XQDFFHSWDEOH�

KLJK���LL��WKH�,63��OHW�WR�LWV�RZQ�GHYLFH��ZRXOG�

QRW�LQWHUYHQH�WR�SUHYHQW�LQIULQJHPHQW���LLL�� WKH�

,63�LV�LQ�D�SRVLWLRQ�WR�FXUE�LQIULQJHPHQW�DQG��LY��

WKH�VRFLDO�DQG�HFRQRPLF�FRVWV�RI�SHQDOL]LQJ�WKH�

,63�DUH�QRW�XQDFFHSWDEO\�KLJK��)LVKHU���������,Q�

many�of�the�context,�the�¿rst�two�requirements�
DUH� SURSHUW\� PHW�� 7DNLQJ� LQWR� FRQVLGHUDWLRQ�

,63¶V� ODFN� RI� HIIHFWLYH� DQG� OHJDO� FRQWURO� RI�

XVHUV¶�LQIULQJHPHQW���WKH�WKLUG�UHTXLUHPHQW�KHOS�

to�justify�the�provision�of�Safe�Harbours.�The�
IRUWK�UHTXLUHV�FRXQWULHV��ZKHQ�GHVLJQ�WKHLU�6DIH�

+DUERXUV�� WR�EDODQFH� EHWZHHQ� LQGXVWU\� QHHGV��

XVHU�ULJKWV�DQG�IUHHGRPV��

�,63V¶�XQLTXH�SRVLWLRQ�RQ�WKH�,QWHUQHW�DQG�WKHLU�

WHFKQRORJLFDO�� VRFLDO�HFRQRPLF� UROHV� SXW� WKH�

LVVXH�RI�,63�FRS\ULJKW�OLDELOLW\�LQ�WKH�RYHUODS�

among� different� ¿elds� of� law,� including�
FRS\ULJKW� ODZ�� LQIRUPDWLRQ� WHFKQRORJ\� ODZ�

DQG�H�FRPPHUFH�ODZ��3OHDVH�VHH�)LJXUH�����

zŽƵdƵďĞ͕��
'ŽŽŐůĞ�
�ŝŶŐ�

COPYRIGHT LAW

IT LAW
E-COMMERCE LAW

Control over 
Creative Works

Provision of
Internet Services

Exploitation of Works on 
ISPs’ Platforms

,63
,QWHUQHW�
8VHUV

&RS\ULJKW�
2ZQHUV�

Figure� 1:� Legal� Framework� on� IP� liability�
over�copyright�infringement�

Source:�$XWKRU

3.� ISP� Copyright� Liability� Provisions� as�
Provided�in�TPP�Agreement�and�in�Vietnam�
,63� OLDELOLW\� UHJLPH�� DV� SURYLGHG� LQ� 6HFWLRQ�

J,� Chapter� 18� on� Intellectual� Property,� TPP�
$JUHHPHQW�� LV� EHDULQJ� VRPH� WUDLWV� RI� 86�

DMCA� but� no� paper-copy� of� this� model.�
,Q� WKH� 733� $JUHHPHQW�� D� PRUH� JHQHUDOL]HG�

PRGHO� RI� OLPLWDWLRQV� RI� FRS\ULJKW� OLDELOLW\�

of� ISPs� and� certain� Àexibilities� in� the�
formation�of�conditions�for�the�enjoyment�of�
OLDELOLW\� OLPLWDWLRQV� KDYH� EHHQ� UHDFKHG�� 733�

$JUHHPHQW�� SURYLGHV� D� IXQFWLRQDOO\�GULYHQ�

de¿nition� of� “Internet� Service� Provider”�
��������� ZKLFK� FRYHUV� IRXU� PDLQ� WHFKQLFDO�

IXQFWLRQV� �DFWLQJ� DV� PHUH� FRQGXLWV�� FDFKLQJ��

VWRUDJH�KRVWLQJ�� DQG� OLQNLQJ�� ����������� DQG�

RIIHUV� H[HPSWLRQ� IURP� PRQHWDU\� GDPDJHV�

�6DIH� +DUERXUV�� ���������E��� IRU� ,63V� WKDW�

PHHW� FHUWDLQ� FRQGLWLRQV� ����������� $PRQJ�

WKRVH�FRQGLWLRQV��DSSOLHG�PDLQO\�WR�,63V�ZLWK�

KRVWLQJ� DQG� UHIHUULQJ�OLQNLQJ� IXQFWLRQV�� 733�

DJUHHPHQW� UHTXLUHV� ,63V� WR� H[SHGLWLRXVO\�

UHPRYH� RU� GLVDEOH� DFFHVV� WR� DOOHJHGO\�

LQIULQJLQJ�PDWHULDO��WDNHGRZQ��XSRQ�DFTXLULQJ�

NQRZOHGJH� RI� WKH� PDWHULDO¶V� H[LVWHQFH� RQ�

WKHLU� V\VWHPV� ���������D���� 6XFK� NQRZOHGJH�

includes� (i)� actual�knowledge,� (ii)� “redÀags”�
NQRZOHGJH��� DQG� �LLL�� NQRZOHGJH� FRPH� IURP�

D� FRS\ULJKW� KROGHU¶V� QRWLFH� RI� LQIULQJHPHQW�

�QRWLFH�� ���������D���� ,Q� LWV� QRWLFH� DQG�

WDNHGRZQ� SURWRFRO� �17'��� 733� $JUHHPHQW�

clari¿es� some� requirements� for� the� contents�
RI� D� WDNHGRZQ� QRWLFH� ���������D��� Q�������

$� FRXQWHU�QRWLFH� DQG� SXW�EDFN� SURWRFRO� LV�

���,63V�DUH�XQDEOH�WR�GLVWLQJXLVK�EHWZHHQ�OHJLWLPDWH�DQG�LOOHJLWLPDWH�XVHU�FRQGXFW�ZLWKRXW�PRQLWRULQJ�WKH�LQIRUPDWLRQ�GLVVHPL�

QDWHG�WKURXJK�WKHLU�QHWZRUNV��7KH�YDVW�DPRXQW�RI�GDWD�WUDQVPLWWHG�WKURXJK�WKH�,QWHUQHW�PDNHV�VXFK�PRQLWRULQJ�YHU\�FRVWO\�

and�creates�unwarranted�delays.�More�importantly,�they�cannot�do�so�without�invading�the�privacy�and�con¿dentiality�of�their�
VXEVFULEHUV��(GZDUGV�������S���

�� 7R�EH�DZDUH�RI�IDFWV�RU�FLUFXPVWDQFHV�IURP�ZKLFK�WKH�LQIULQJHPHQW�LV�DSSDUHQW�
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RSWLRQDO� IRU� 733¶V� PHPEHU� VWDWHV� �����������

7R�DYRLG�DEXVH�RI�WKH�17'�SURWRFRO��WKH�733�

$JUHHPHQW� UHTXLUHV� PHPEHU� VWDWHV� WR� PDNH�

DYDLODEOH� PRQHWDU\� GDPDJHV� IRU� NQRZLQJ�

PDWHULDO� PLVUHSUHVHQWDWLRQ� LQ� WDNHGRZQ�

QRWLFHV� DQG� FRXQWHU�QRWLFHV� ����������� ,Q� WKH�

17'�SURWRFRO��,63V�DUH�H[SHPSW�IURP�OLDELOLW\�

IRU� WDNLQJGRZQ� LI� WKH\� GR� VR� LQ� JRRG� IDLWK�

DQG�QRWLI\�XVHUV�ZKHQ�PDWHULDO�LV�WDNHQ�GRZQ�

���������E����$V� UHJDUGV� FRQGLWLRQV� XSRQ� DOO�

IRXU� IXQFWLRQV�� 733�$JUHHPHQW� FRQWDLQV� QR�

GXW\�WR�PRQLWRU� UXOH� ���������� WKDW� SURKLELWV�

PHPEHU� VWDWHV�IURP�FRQGLWLRQLQJ�VDIH�KDUERU�

RQ�DQ�,63¶V�GXW\�RI�PRQLWRULQJ�LWV�VHUYLFH�IRU�

LQIULQJHPHQW��,W�DOVR�UHTXLUHV�PHPEHU�VWDWHV�WR�

provide�an�administrative�or�a�judicial�process�
E\�ZKLFK� D� FRS\ULJKW� RZQHU� FDQ� FRPSHO� DQ�

,63�WR�LGHQWLI\�DQ�DOOHJHG�LQIULQJHU�ZKR�LV�WKH�

,63¶V�FXVWRPHU������������7KH�733�$JUHHPHQW�

GRHV� QRW� UHTXLUH� ,63V� WR� DGRSW�� LPSOHPHQW�

DQG� LQIRUP� VXEVFULEHUV� RI� D� SROLF\� IRU� WKH�

WHUPLQDWLRQ� LQ� DSSURSULDWH� FLUFXPVWDQFHV� RI�

VXEVFULEHUV� ZKR� DUH� UHSHDW� LQIULQJHUV� DV� D�

FRQGLWLRQ�IRU�6DIH�+DUERXUV���

,Q�9LHWQDP��ZKHUHDV�WKH�,QWHOODFWXDO�3URSHUW\�

/DZ� 1R�� ��������4+��� DQG� 1R�� ��������

4+���DV�ZHOO�DV�WKH�(OHFWURQLF�7UDQVDFWLRQ�$FW�

1R����������4+���UHPDLQ�VLOHQW�RQ�WKH�LVVXH��

WKH� OLDELOLW\� UHJLPH�RI� ,63� IRU� WKLUG� SDUWLHV¶V�

LOOHJDO� FRQWHQW� RQ� WKHLU� V\VWHPV�QHWZRUNV�

FDQ� EH� IRXQG� LQ� WKH� /DZ� RQ� ,QIRUPDWLRQ�

7HFKQRORJ\��/R,7��GDWHG�-XQ���WK��������DQG�

Joint� Circular� No.� 07/2012/TTLT-BTTTT-
BVHTTDL�jointly�formulated�by�the�Ministry�
of� Information� and� Communication� and� the�
Misnistry� of� Culture,� Sports� and� Tourism,�
dated�Jun�19,�2012�(Circular�07).�

7KH� /R,7�� DV� D� ³KRUL]RQWDO´� UHJXODWLRQ� ±�

VLPLODU�WR�ECD�–�regulate�online�intermediary�
OLDELOLW\�DFURVV�DOO�W\SHV�RI�GLJLWDO�LQIRUPDWLRQ��

:LWK� WKH� VDPH� IXQFWLRQDO� DSSURDFK� DGRSWHG�

LQ� 733� $JUHHHPHQW�� /R,7� SURYLGHV� FHUWDLQ�

OLDELOLW\�H[SHPWLRQ�FRQGLWLRQV�IRU�,63V�ZKLFK�

WUDQVPLVV�� WHPSURUDULO\� VWRUH�� KRVW�� DQG�

SURYLGH� WRROV� WR� VHDUFK� GLJLWDO� LQIRUPDWLRQ�

�$UW��������� 7KH� QR�GXW\�WR�PRQLWRU� UXOH� LV�

DOVR� SURYLGHG� LQ� /R,7� �$UW�� ����� +RZHYHU��

VHYHUDO� SURYLVLRQV� LQ� /R,7� DUH� LQFRPSDWLEOH�

with� those� in� Section� J,� Chapter� 18,� TPP�
$JUHHPHQW�� 0RVW� QRWDEO\� LV�� LQ� /R,7�� WKH�

KRVWLQJ�DQG�UHIHULQJ�OLQJNLQJ�,63V�DUH�REOLJHG�

WR�WDNHGRZQ�WKH�LQIRUPDWLRQ�XSRQ�UHTXHVW�E\�

FRPSHWHQW� VWDWH�DJHQFLHV��$FWXDO�NQRZOHGJH��

“redÀags”� knowledge� or� takedown� notice�
IURP�ULJKW�KROGHUV�DUH�QRW�OLVWHG�DV�IDFWRUV�WKDW�

WULJJHU� WKH�17'�SURWRFRO��8QGHU� WKH� FXUUHQW�

IUDPHZRUN� RI� /R,7�� KRVWLQJ�� VLWHV� OLNH� ]LQJ�

PS��YQ��FKDFKD�YQ���WK�DQG��WK�PRVW�DFFHVVHG�

VLWH� LQ� 9LHWQDP��� RU� VHDUFK� HQJLQHV� ORFDWLQJ�

FRS\ULJKW�LQIULQJLQJ�PDWHULDOV�OLNH�%DDPERR�

FRP�� 6RFED\�FRP�� DQG� IRUXP� ZHEVLWH� OLNH�

IRUXP�WUDVXD�YQ��NHQK���YQ��FDQ�HDVLO\� DYRLG�

OLDELOLW\�E\�WDNLQJ�GRZQ�FRQWHQW�XSRQ�UHTXHVWV�

E\�DXWKRULWLHV�DQG�LJQRULQJ�QRWLFHV�IURP�ULJKW�

KROGHUV��7KRXJK�WKH�WDNHGRZQ�UDWH�LV�UHSRUWHG�

E\�WKH�PXVLF�LQGXVWU\�WR�LQFUHDVH�GUDPDWLFDOO\�

IURP�����LQ������WR�����LQ������DQG�WKHQ�WR�

����LQ�������WKHUH�UHPDLQ�D�ODUJH�QXPEHU�RI�

VLWHV� WKDW� ³NQRZLQJO\� GLVWULEXWLQJ� LQIULQJLQJ�

PXVLF� RU� ZKRVH� EXVLQHVV� SUDFWLFH� DUH� EDVHG�

RQ� WKH� GLVWULEXWLRQ� RI� LQIULQJLQJ� PXVLF�� DQG�

ZKLFK�WKHUHIRUH�SURPRWH�LQIULQJHPHQW´��,,3$�

�����S����������S����´���0XVLF�VLWH�PS��]LQJ�

YQ��UHFRUGHG�DV�D�SLRQHHU� LQ�HIIRUWV� WR�REWDLQ�

OLFHQVHV�ZLWK�UHFRUG�FRPSDQLHV�DQG�WR�RSHUDWH�

DQ� YROXQWDU\� 17'� PHFKDQLVP� �DFFHVVLEOH�

����Which�is�a�general�requirement�for�limitations�of�liability�provided�in��Section�512(i)�,�US�DMCA..
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DW� KWWS���PS��]LQJ�YQ�FRS\ULJKW��� FRQWLQXHV�

WR� SURYLGH� DFFHVV� WR� XQOLFHQVHG� FRSLHV� RU�

VWUHDPLQJ� RI� PXVLF� DV� D� FRUH� SDUW� RI� LWV�

EXVLQHVV��,,3$�������S�������91*��WKH�RSHUDWRU�

RI� ZHEVLWH� PS��]LQJ�YQ� ZDV� WKH� GHIHQGDQW�

LQ� D� QXPEHU� RI� FDVHV� EURXJKW� E\� FRS\ULJKW�

KROGHUV�VXFK�DV�Viet�Entertainment�Company�
DQG� IDPRXV� URFN�VLQJHU�7UDQ�/DS� ������� IRU�

KRVWLQJ�LQIULQJLQJ�PXVLFD�DQG�QRQ�UHVSRQGLQJ�

WR� ULJK� KROGHUV¶� FHDVH� DQG� GHVLVW� QRWLFHV��

However,�none�of�the�cases�was�of¿cial�settled,�
SDUWO\�GXH�WR�WKH�ODFN�RI�17'�LPSOHPHQWDWLRQ�

REOLJDWLRQ� LQ� WKH� UHOHYDQW� OHJDO� IUDPHZRUN��

The�level�of�cooperation�by�Zing�is,�therefore,�
IDU�OHV�WKDQ�WKLV�RI�<RX7XEH��ZKLFK�JRYHUQHG�

by� the� DMCA� model.� The� implementation�
of�NTD�combined�with�Content�ID�regimes��
E\�<RX7XEH�ZDV� D� FUXFLDO� IDFWRU� WR� KHOS� LWV�

RSHUDWRU� VXFFHVVIXOO\� DYRLG� OLDELOLW\� LQ� FDVHV�

VXFK�DV�9LDFRP�Y��<RX7XEH���7KH�VLPLODULWLHV�

DV�ZHOO�DV�LPFRPSDWLEOHV�EHWZHHQ�WKH�,63�6DIH�

+DUERXUV�SURYLGHG�LQ�WKH�/R,7�RI�9LHWQDP�DQG�

WKH�RQH�UHTXLUHG�E\�WKH�733�$JUHHPHQW�FDQ�EH�

REVHUYHG�IURP�7DEOH���

Circular� 07,� formulated� as� a� ³YHUWLFDO´�

UHJXODWLRQ�ZKLFK�OD\V�GRZQ�,63�OLDELOLW\�UXOHV�

RQO\�IRU�WKH�GRPDLQ�RI�FRS\ULJKW�DQG�UHODWHG�

ULJKWV��SURYLGHV�D�FKDSHU�RQ�,63V¶�ULJKWV�DQG�

obligations� (Chapter� III).� However,� the� no-
GXW\�WR�PRQLWRU� LV� QRW� PHQWLRQHG� LQ� HLWKHU�

artciles�in�the�Chapter.�Besides,�the�right�of�ISPs�
WR�VHW�XS�WKH�V\VWHP�RI�LQVSHFWLRQ��VXSHUYLVLRQ��

SURFHVV�RI�LQIRUPDWLRQ�EHLQJ�PDGH�DYDLODEOH��

VWRUHG��WUDQVPLWWHG�LQ�WKHLU�QHWZRUN�WR�SUHYHQW�

LQIULQJLQJ� DFWLYLWLHV� �$UW�� ��� LV� XQUHDOLVWLF�

DQG� XQGHVLUDEOH� WDNHQ� LQWR� FRQVLGHUDWLRQ�

WKH� LQYHUVWLRQ� RI� LQWHUHVWV� EHWZHHQ� ,63V� DQG�

FRS\ULJKW� KROGHUV� DV� ZHOO� SULYDF\� FRQFHUQV��

,63V¶� REOLJDWLRQV� �$UW����� DSSOLHG� FURVV�

IXQFLRQDOO\�� DUH� DOVR� LPSUDFWLFDEOH�� )RU�

H[DPSOH�� WKH� REOLJDWLRQ� WR� VWRUH� FRQWHQW� RI�

GLJLWDO� LQIRUPDWLRQ� LQ� WKHLU� V\VWHP�³RQO\� IRU�

WUDQVPLWWLQJ�� FDFKLQJ� DQG� DXWRPDWLF� DQG�

contemporary�storage,�in�a�suf¿cient�duration�
WR�PHHW�WHFKQLFDO�UHTXLUHPHQW�RI�WUDQVPLWWLQJ�

GLJLWDO�LQIRUPDWLRQ�FRQWHQW´�LV�XQVXLWDEOH�IRU�

KRVWLQJ�DQG�UHIHUULQJ�OLQNLQJ�,63V��6LPLODUO\��

WKH� WDNHGRZQ� UHTXLUHPHQW� XSRQ� UHTXHVWV� E\�

FRPSHWHQW� VWDWH� DJHQFLHV� FDQ� QRW� EH� DSSOLHG�

WR� PHUH� FRQGXLWV�� 0RVW� LPSRUWDQWO\�� 6DIH�

+DUERXUV��DV�D�UHJLPH�WR�EDODQFH�EHWZHHQ�,63V¶�

LQWHUHVWV�DQG�WKH�QHHGV�WR�VXSSUHVV�FRS\ULJKW�

ỉningements,�are�missing�in�Circular�07.

4.�Recommendations�on�a�Strategic�Approach�
to�the�Implementation�of�TPP’s�Safe�Harbour�
Provisions
7KH� LPSOHPHQWDWLRQ� RI� WKH� ,63� SURYLVLRQV�

RI� WKH�733�$JUHHPHQW�LQ�QDWLRQDO� ODZ�LV� OHIW�

WR�WKH�GLVFUHWLRQ�RI�HDFK�3DUWLHV��7DNLQJ�LQWR�

FRQVLGHUDWLRQ� WKH� 733� LQFRPSDWLELOLWLHV� RI�

WKH� H[LVWLQJ� ,63� OLDELOLW\� UHJLPH� LQ�9LHWQDP��

WR�VXSSRUW�9LHWQDP� LQ�WKH�LPSOHPHQWDWLRQ�RI�

733�,63�3URYLVLRQV��WKH�DXWKRU�ZRXOG�OLNH�WR�

SURSRVH��

�L��,63�OLDELOLW\�UHJLPH�LV�D�VXSSOHPHQW�UHJLPH�

WR�VXSSRUW�WKH�RQOLQH�HQIRUFHPHQW�RI�FRS\ULJKW�

��Content�ID�allows�IP�rightsholders�to�submit�a�copyright�video�they�wish�protected�to�YouTube,�who�then�encode�it�into�a�
unique�hash�¿le,�against�which�user-uploaded�videos�are�compared.�If�the�content�to�be�uploaded�matches,�then�the�rights�
holder�can�ask�YouTube�to�reject�it�entirely,�allow�it�to�stay�up�(perhaps�as�advertising)�or�alternately�to�monetize�it�by�placing�
ads�next�to�it,�with�the�rightsholder�sharing�in�the�from�the�idea�that�unlawful�content�can�only�be�take�down�or�¿ltered�out,�
WR�WUDQVIRUPLQJ�LW�LQWR�D�PRQH\�PDNLQJ�SURVSHFW��<RX7XEH�WKXV�KDYH�YROXQWDULO\�PDGH�DYDLODEOH�D�V\VWHP��ZKLFK�FRPELQHV��

conventional�NTD�with�a�degree�of�pre-emptive�¿ltering,�plus�an�option�for�revenue-sharing�between�platform�and�rights�
KROGHU���(GZDUGV�/��������S����

�� Viacom�International�v�YouTube,�Inc�NO�1:2007�–�CV�–�02103�(S.D.N.Y�13/3/2007)
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Table�1:�Safe�Harbours�as�Provided�in�TPP�Agreement�and�LoIT�of�Vietnam

Section�J,�Chapter�18,�TPP�Agreement IT�Law,�Vietnam�(2012)
1.�Safe�Harbours�per�Functions:
$FWLQJ� DV� D� 0HUH�

&RQGXLW�

�� :LWKRXW� �L�� FRQWURO�� LQLWLDWH� RU� GLUHFW� WKH�

DFWLYLW\� RI� WUDQVPLWWLQJ�� URXWLQJ� RU� SURYLGLQJ�

RI� FRQQHFWLRQV� IRU� PDWHULDO� ���������E�� DQG�

��������D���� DQG� �LL��without� modi¿cation� of�
FRQWHQW����������D���

�� 7KH� WHPSRUDU\�� WUDQVLHQW� VWRUDJH� RI� WKDW�

PDWHULDO� LV� GRQH� DXWRPDWLFDOO\� LQ� D� WHFKQLFDO�

SURFHVV����������D���

�� :LWKRXW� �L�� LQLWLDWLQJ� WKH� WUDQVPLVVLRQ��

�LL�� VHOHFWLQJ� WKH� UHFHLSLHQWV� RI� WUDQVPLWWHG�

LQIRUPDWLRQ��DQG��LLL��VHOHFWLQJ�DQG�PRGLI\LQJ�

FRQWHQW��������

�� 7KH� DXWRPDWLF�� LQWHUPHGLDU\�� WHPSRUDU\�

LQIRUPDWLRQ� VWRUDJH��� RQO\� WR� VHUYH�

WUDQVPLVVLRQ��������

�� 7DNHGRZQ� DW� FRPSHWHQW� VWDWH� DJHQFLHV¶�

UHTXHVWV��������

6\VWHP�&DFKLQJ��� -� Carried� out� through� an� automated� process�
���������E���

-�Takedown�upon�redÀags�knowledge�or�notice�
LV�RSWLRQDO�����������Q�������

-�Without�modi¿cation�of�content�(17.2).��

+RVWLQJ��6WRUDJH� ��$W�WKH�GLUHFWLRQ�RI�XVHUV����������F���

�� 7DNHGRZQ� H[SHGLWLRXVO\� XSRQ� REWDLQLQJ�

actual� or� reÀag� knowledge,� including� the�
NQRZOHGJH� REWDLQHG� WKURXJK� UHFHLYLQJ� D�

quali¿ed� notice��� IURP� ULJKW� KROGHU� RU� LWV�

DXWKRUL]HG�SHUVRQ����������D����

�� 7DNHGRZQ� LQ� JRRG� IDLWK� DQG� QRWLI\� XVHUV�

ZKHQ�PDWHULDO�LV�WDNHQ�GRZQ����������E����

-� Counter-notice� and� put� back� protocol� is�
RSWLRQDO������������

�� 0RQHWDU\� GDPDJHV� IRU� NQRZLQJ� PDWHULDO�

PLVUHSUHVHQWDWLRQ� LQ� WDNHGRZQ� QRWLFHV� DQG�

FRXQWHU�QRWLFHV�����������

�� 7DNHGRZQ� DW� FRPSHWHQW� VWDWH� DJHQFLHV¶�

UHTXHVWV��

�� 5HIUDLQ� IURP� SURYLGLQJ� KRVWLQJ� VHUYLFH�

ZKHQ� GHWHFW� WKHPVHOYHV� RU� RU� DUH� LQIRUPHG�

E\� FRPSHWHQW� VWDWH� DJHQFLHV� WKDW� WKH� VWRUHG�

LQIRUPDWLRQ�LV�LOOHJDO�������F�����

5HIHUULQJ� RU� /LQNLQJ�

�,QIRUPDWLRQ�/RFDWLQJ�

��6LPLODU�WR� WKRVH�RI�KRVWLQJ�,63V�������������

DQG����

�� 5HIUDLQ� IURP� SURYLGLQJ� LQIRUPDWLRQ�

ORFDWLRQ� WRROV� WR� GLJLWDO� LQIRUPDWLRQ� VRXUFHV�

ZKHQ� WKHPVHOYHV� GHWHFW� RU� DUH� LQIRUPHG� E\�

FRPSHWHQW� VWDWH� DJHQFLHV� WKDW� WKH� LQIRUPDWLRQ�

DW�WKH�VRXUFHV�LV�LOOHJDO�������

2.�Cross-Function�Requirements

6XEMHFW� WR�

$GPLQLVWUDWLYH� RU�

-XGLFLDO�,QMXQFWLRQV

��3URYLGH�WKH�ULJKW�KROGHUV�ZLWK�LQIRUPDWLRQ�WR�

LGHQWLI\�DQ�DOOHJHG� LQIULQJHU�ZKR� LV� WKH� ,63¶V�

FXVWRPHU�� FRQVLVWHQW� ZLWK� SULQFLSOHV� RI� GXH�

SURFHVV�DQG�SULYDF\����������

'XW\�WR�0RQLWRU 1R���������� 1R�� XQOHVV� UHTXLUHG� E\� FRPSHWHQW� VWDWH�

DJHQFLHV�����

Source:�Author's�compilation

���7Hmprorary�means�the�duration�of�information�storage�is�just�long�enough�for�the�transmission�(16.2).
��� Caching�is�a�ubiquitous�technical�process�whereby�local�copies�of�remote�web�pages�are�made�by�hosts�when�requested,�in�
RUGHU�WR�VSHHG�XS�GHOLYHU\�RI�WKRVH�SDJHV�RQ�VXEVHTXHQW�UHTXHVW�WR�VSHHG�XS�WKH�:HE�IRU�DOO�XVHUV��(GZDUGV�������S�����

���7KH�RWKHU�FRQGLWLRQV�IRU�OLPLWDWLRQV�RI�OLDELOLW\��VXFK�DV��L��FRPSO\�WR�WKH�SURYLVLRQV�RQ�DFFHVVLQJ�RU�XSGDWLQJ�LQIRUPDWLRQ�
contents;�(ii)�do�not�collect�data�Illegal�by�temporarily�storing�information;�and�do�not�disclose�con¿dential�information�are�
LUUHOHYDQW�LQ�WKH�FRQWH[W�RI�FRS\ULJKW��7KHUHIRUH��DUH�QRW�PHQWLRQHG�LQ�WKH�IUDPHZRUN�

��� Content�of�the�notice�must�be�suf¿cient�to�identify�the�allegedly�infringed�material�and�its�online�location;�and�to�provide�
LQGLFLD�RI�UHOLDELOLW\�ZLWK�UHVSHFW�WR�WKH�DXWKRULW\�RI�WKH�SHUVRQ�VHQGLQJ�WKH�QRWLFH����������D���Q������

���7KRVH� WZR�UHTXLUHPHQW�IRU�KRVWLQJ�,63V�DQG�WKH�UHTXUHPHQW� IRU�UHIHUULQJ�OLQNLQJ�,63V�DUH� LQ�WKH� IRUP�RI�REOLJDWLRQV�EXW�
FRQGLWLRQV�IRU�VDIH�KDUERXUV�
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which�subject�to�the�fair�and�equitable�principle�
ZLWK� DQ� DLP� WR� EDODQFHG� WKH� LQWHUHVWV� RI� DOO�

VWDNHKROGHUV� �$UW�� �������� DQG� ��������� 733�

$JUHHPHQW���7KHUHIRUH��WR�DYRLG�XQQHFHVVDU\�

FKDQJHV�� 9LHWQDP� VKRXOG� NHHS� LWV� FXUHQW�

IUDPHZRUN� ZLWK� D� KRUL]RQWDO� ,63� OLDEOLW\�

UHJLPH�LQ�/R,7�DQG�D�YHUWLFDO�UHJXODWLRQ�LQ�WKH�

RYHUODS�EHWZHHQ�,7�ODZ�DQG�,3�FRS\ULJKW�ODZ���

Considered� the� impracticability� of� Circular�
07,� efforts� to� implement� Section� J,� Chaper�
18,� TPP� Agreement� should� focuse� ¿rst� on�
the�modi¿cation� of� ISP� liability� as� provided�
LQ�/R,7�� �7KH� IRUPXODWLRQ� RI� D� QHZ� YHUWLFDO�

regulation�in�the�¿eld�of�copyright�and�related�
ULJKW� ZRXOG� WKHQ� EH� GRQH� FRUUHVSRQGLQJO\��

,W� LV� QRWHZRUWK\� WKDW� D� 3DUW\� FDQ� FKRVH� RQH�

RI� WKH� WZR� PHWKRGV� WR� LPSOHPHQW� WKH� 733�

,63� SURYLVLRQV�� �L�� SUHVFULELQJ� LQ� WKHLU� ODZV�

conditions� for� ISP� to�enjoy� safe�harbours� or�
�LL�� SURYLGLQJ� FLUFXPVWDQFHV� XQGHU� ZKLFK�

,63V� GR� QRW� TXDOLI\� IRU� WKH� OLPLWDWLRQV� �$UW��

����������9LHWQDP��KRZHYHU��VKRXG�DGRSW�WKH�

¿rst�approach,�which�would�provide�ISP�with�
more� clari¿cation�on�copyright� liability� and,�
WKHUHIRUH��EHWWHU�HQFRXUDJH�WKHP� WR� LQYHVW� LQ�

WKH�H[SDQVLRQ�RI�WKH�VSHHG�DQG�FDSDFLW\�RI�,63�

VHUYLFH�DQG�EXVLQHVV�PRGHOV�

�LL��:LWK�WKH�QRW�\HW�H[LVWHQFH�RI�DQ�GRPHVWLF�

FRQWHQW� LQGXVW\�� DSSO\LQJ� WKH� DUJXPHQW� RI�

0DVNXV� ������� S�� ���� RQ� ZHOIDUH� HIIHFW� RI�

SURYLGLQJ� ,3� SURWHFWLRQ� WR� IRUHLJQ� ULJKW�

RZQHUV� LQ� D� VPDOO� RSHQ� HFRQRP\���� WKH�

DXWKRU�DOVR�ZRXOG� OLNH�WR� VWUHVV�WKH�SRWHQWLDO�

VWUDLJKWIRUZDUGV� ORVV� LQ� ZHOIDUH� GXH� WR� WKH�

SURWHFWLRQ� RI� IRUHLJQ� FRS\ULJKW� KROGHUV� DW�

WKH� H[SHQVH� RI� GRPHVWLF� ,63V� LQ� 9LHQWDP��

:LWK�ZHOIDUH�FRQFHUQV��WKH�DXWKRU�ZRXOG�OLNH�

WR� SURSRVH� D� ³PLQLPDOLVW� DSSURDFK´� LQ� WKH�

modi¿cation�of�ISP�liability�regime�as�provided�
in�LoIT,�which� exploits� the� “Àexibilities”� in�
WKH� 733� $JUHHPHQW� DQG� LQFUHDVH� DFFHVV� WR�

LQIRUPDWLRQ�YLD�,63V�IXQFWLRQV��

D�� $V� UHJDUGV� 6DIH� +DUERXU� FRQGLWLRQV� SHU�

Functions:
)RU� ,63V� DFWLQJ� DV� PHUH� FRQGXLWV�� JHQHUDO�

FRQGLWLRQV�RQ�D�PHUH�FRQGXLW�������DQG�������

FDQ�EH�NHSW�ZKLOH�WDNHGRZQ�UHTXLUHPHQW��������

VKRXOG� EH� HOLPLQDWHG� WR� DYRLG� XQQHFHVVDU\�

EXUGHUQ�IRU�PHUH�FRQGXLWV��)RU�FDFKLQJ�,63V��

the� minimal� no-modi¿cation� requirement�
�������VKRXOG�EH�NHSW�DQG�OLQNHG�ZLWK�WKH�QHZ�

UHTXLUHPHQW�RI�FDFKLQJ�GRQH�YLD�DQ�DXWRPDWHG�

SURFHVV��

)RU� KRVWLQJ� DQG� UHIHUULQJ�OLQNLQJ� ,63V�� WKH�

DGRSWLRQ� RI� D� 17'� SURWRFRO� LV� PDQGDWRU\��

WKXV� WKH� FXUUHQW� VFRSH� RI� OLDELOLW\� RI� WKHVH�

,63V� ZRXOG� XQDYRLGDEO\� EH� H[SDQGHG��

+RZHYHU�� WKH� DGRSWLRQ� RI� UHTXLUHPHQWV� RQ�

content� and� veri¿cation� of� notices� as� well�
DV� OHJDO� SHQDOWLHV� IRU� WKRVH�ZKR� VHQG� QRWLFH�

ZLWK� IDOVH�FRQWHQW�ZLOO� KHOS� WR�QDUURZ� GRZQ�

WKH� DFWXDO� REOLJDWLRQ� RI� WKHVH� ,63V�� 7KRXJKW�

WKH� FRXQWHU�QRWLFH� DQG� SXW�EDFN� SURWRFRO� LV�

RSWLRQDO�XQGHU�733�DQG�WKH�DGRSWLRQ�RI�VXFK�

SURWRFRO�ZRXOG�UHVXOW�LQ�PRUH�EXUGHQV�RQ�WKH�

,63V����WKH�SURSRVHG�DGRSWLRQ�RI�WKLV�SURWRFRO�

LQ�9LHWQDP�DLPV�DW�D�KLJKHU�OHYHO�RI�SURWHFWLRQ�

��� $SSOLHG�WKH�HFRQRPLF�PRGHO�RI�ZHOIDUH�WKHRU\��0DVNXV��������DUJXHG�WKDW��LQ�D�FRXQWU\�WKDW�LPSRUWV�RU�SURGXFHV�DQ�LPLWD�

tive�product�or�technology�at�the�competitive�price,�IP�protection�transfers�monopoly�rents�to�foreign�¿rms.�IP�protection�for�
foreign�holders�also�reduces�output�by�local�¿rms�WKDW�WKH�ULJKW�KROGHUV�GRQ¶W�DXWKRULVH��,I�WKH�FRXQWU\�LV�WRR�VPDOO�IRU�VXFK�D�

transfer�to�induce�foreign�¿rms�to�spend�more�on�R&D�of�products�that�meet�local�demands,�there�is�a�straightforward�loss�
LQ�ZHOIDUH��

��� :LWK�VXFK�SURYLVLRQ��DQ�,63�PXVW�PDLQWDLQ�ERWK�QRWLFH�DQG�WDNHGRZQ��17'��DQG�FRXQWHU�QRWLFH�DQG�SXW�EDFN�SURWRFROV�WR�

FRPSOHWHO\�DYRLG�OLDELOLW\��,PSOHPHQWDWLRQ�RI�D�17'�SURWRFRO�DYRLGV�OLDELOLW\�WR�FRS\ULJKW�RZQHUV�IRU�LQIULQJLQJ�PDWHULDO��

LPSOHPHQWDWLRQ�RI�D�FRXQWHU�QRWLFH�DQG�SXW�EDFN�SURWRFRO�DYRLGV�OLDELOLW\�WR�XVHUV�IRU�PDWHULDO�ZURQJIXOO\�WDNHQ�GRZQ�
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Table�2:�Proposed�Changes�to�the�ISP�Liability�Regime�of�Hosting,�Referring/Linking�ISPs�
as�Provided�in�LoIT�of�Vietnam

1R�
Proposed�Changes�to�ISP�Liability�

Provisions�Provided�in�LoIT

Expected�Impact�on�the�Scope�of�Liability�of�
Hosting,�Referring/Linking�ISPs

� �

�� 5HSODFHPHQW�RI�WKH�FXUUHQW�WDNHGRZQ�

UHTXLUHPHQW�������E���ZLWK�WKH�WDNHGRZQ�

UHTXLUHPHQW�SURYLGHG�LQ�$UW���������D��

RI�WKH�733�$JUHHPHQW�

To�add�actual�and�reÀag�
NQRZOHGJH��LQFOXGLQJ�NQRZO�

HGJH�REWDLQHG�YLD�FRS\ULJKW�

KROGHU¶V�QRWLFH��DV�IDFWRUV�WR�

WULJJHU�WDNHGRZQ�REOLJDWLRQ�

�� 3URYLVLRQ�RI�OLDELOLW\�H[HPSWLRQ�IRU�,63V�

IRU�WDNLQJ�GRZQ�PDWHULDO�LQ�JRRG�IDLWK�

XSRQ�QRWLI\LQJ�XVHUV�ZKHQ�PDWHULDO�LV�

WDNHQ�GRZQ����������E���733�

7R�SURWHFW�,63�IURP�

OLDELOLW\�IRU�ZURQJ�

IXO�WDNHGRZQ�

��� 6WLSXODWLRQ�RI�WKH�UHTXLUHPHQWV�RI�D�

“quali¿ed”�right�holder’s�notice�content�
���������E���Q�������733��SOXV��L��WKH�

UHTXLUHPHQW�RI�D�JRRG�IDLWK�EHOLHI�VWDWH�

ment�that�the�material�identi¿ed�in�the�
QRWLFH�LV�EHLQJ�XVHG�XQODZIXOO\��DQG��LL��

WKH�UHTXLUHPHQW�WKDW�WKH�QRWLFH�PXVW�EH�

veri¿ed�by�an�competent�state�agencies�
����������Q������733�

7R�DYRLG�XQIRXQGHG�

QRWLFHV�DQG�WKXV�

DEXVH�RI�WKH�17'�

SURWRFRO��

��� �3URYLVLRQ�RI�PRQHWDU\�UHPHGLHV�IRU�

IDOVH�WDNHGRZQ�QRWLFHV�DQG�FRXQWHU�QR�

tices,�which�cause�injuries�to�interested�
SDUWLHV�����������733��

7R�DYRLGH�DEXVH�RI�

WKH�V\VWHP�DQG�WR�

SURWHFW�,63�IURP�OL�

DELOLW\�IRU�ZURQJIXO�

WDNHGRZQ�SXW�EDFN�

��� Provision�of�a�Counter-Notice�and�Put-
EDFN�SURWRFRO�����������733�

3XW�EDFN�REOLJDWLRQ�XSRQ�

receiving�quali¿ed�counter-
QRWLFHV�

Source:�Author's�complitaion

��� 6WLSXODWHG�LQ�6HFWLRQ�����K���WKH�86�'0&$�EXW�RPLWWHG�LQ�WKH�WH[W�RI�733�$JUHHPHQW�

IRU�XVHUV�IURP�KDYLQJ�WKHLU�FRQWHQW�ZURQJIXOO\�

WDNHQ�GRZQ��3URSRVHG�FKDQJHV�WR�FXUUHQW�,63�

OLDELOLW\�UHJLPH�LQ�/R,7�DQG�H[SHFWHG�LPSDFW�

RI� ,63V¶VFRSH� RI� OLDELOLW\� DUH� SUHVHQWHG� LQ�

7DEOH���

E��$V� UHJDUGV� JHQHUDO� UHTXLUHPHQWV� IRU� 6DIH�

Harbours:

7R� OLPLW� ,63� OLDELOLW\�� WKH� SURYLVLRQ� RQ� WKH�

REOLJDWLRQ� WR� SURYLGH� LQIRUPDWLRQ� WR� LGHQWLI\�

FXVWRPHUV�ZKR�DUH�DOOHJHG�LQIULQJHUV�����������

VKRXOG�EH�GUDIWHG�WR�OLPLW�WKH�REOLJDWLRQ�E\�D�

veri¿cation� process,� s� uch� as� the� procedure�
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WKURXJK�ZKLFK�D�FRS\ULJKW�RZQHU�PD\�REWDLQ�

D�VXESRHQD�WKURXJK�D�FRXUW����,Q�WKH�PHDQWLPH��

WKH�QR�GXW\�WR�PRQLWRU�UXOH�����������PXVW�UH�

drafted�so�ISP�would�not�be�subject�to�monitor�
UHTXHVWV� DQG� IDOO� LQ� WKH� WHQWVLRQ� EHWZHHQ�

FRPSOLDQFH� WR� D� VWDWH� DJHQF\¶V� UHTXHVW� DQG�

SULYDF\��

7KH� GHYHORSPHQW� RI� D� UHJLPH� WR� VWLPXODWH�

,63� FRRSHUDWLRQ� ZLWK� FRS\ULJKW� KROGHUV� LQ�

VXSSUHVVLQJ� UDPSDQW� RQOLQH� LQIULQJHPHQW�

can� be� justi¿ed� upon� legal,� technological�
DQG� HFRQRPLF� UDWLRQDOHV�� +RZHYHU�� XQGHU�

WKH� VWDWXV� TXR� RI� 9LHWQDP�� WKH� XQFHUWDLQW\�

DERXW�,63�DELOLW\�WR�SUHYHQW�HIIHFWLYHO\�RQOLQH�

FRS\ULJKW� LQIULQJHPHQW�� DQG� ZHOIDUH� HIIHFW�

DPELJXLW\�UHTXLUH�D�SUXGHQW�UHIRUP�RI�FXUUHQW�

,63� OLDELOLW\� UHJLPH��:LWK� IRFXV� RQ�DFFHVV� WR�

LQIRUPDWLRQ��WKH�SDSHU�SURSRVHG�D�³PLQLPDOLVW�

DSSURDFK´�WR�,63�OLDELOLW\�DV�D�VWDUWLQJ�SRLQW�RI�

D�IUDPHZRUN�WR�DQDO\]H�WKH�733�,63�SURYLVLRQV�

DQG� SRVVLEOH� FRPSOLDQFH� SODQ� IRU� 9LHWQDP��

9LHWQDP� LV� UHTXLUHG� WR� IXOO\� LPSOHPHQW� LWV�

obligations�under� Section� J,�Chapter�18,�TPP�
$JUHHPHQW�LQ�WKUHH�\HDUV��'XULQJ�WKH�WUDQVLWLRQ�

SHULRG��HPSLULFDO�VWXGLHV�RQ�WKH�LPSDFW�RQ�WKH�

VXSSUHVVLRQ� RI� RQOLQH� FRS\ULJKW� LQIULQJHPHQW�

DQG� ZHOIDUH� HIIHFW� RI� SRVVLEOH� ,63� OLDELOLW\�

6DIH�+DUERXU�UHJLPHV�DUH�UHTXLUHG�WR�SURYLGH�D�

ZHOO�IRXQGHG�,63�SROLF\�q�
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